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ABSTRACT  
Protection tools to protect personal data have been widely 
accepted in online communities. People have the tendency to 
reveal or conceal their data to protect their privacy in virtual 
spaces. However, even with the use of ubiquitous 
surveillance technology around public space, the awareness 
and the  protection of privacy is still significantly lacking. 
With this research we explored how privacy protection items 
are perceived in public spaces. The team has designed a set 
of provocative privacy protection items, while being 
introduced and tried in the city center of Eindhoven, it gives 
greater insight into the personal privacy ethics. It appears that 
the need for privacy protection in public spaces is limited, 
however people believe it could be easily acknowledged as a 
fashion icon or a personal statement. Meanwhile, these items 
increased the awareness that will lead to critical thinking 
about public safety and privacy. 
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k.4.2 [COMPUTERS AND SOCIETY] Social Issues 
INTRODUCTION  
Initially, government collected personal information of 
citizen for public safety. For example, cameras, wifi-trackers 
and 64 microphones were fitted in Stratumseind, a busy 
street in Eindhoven, to monitor people’s aggressive 
behaviors so that the police could deal with criminality 
promptly [14]. However, nowadays, the purpose and owners 
of personal data surveillance in public spaces has been 
extending especially in the context of smart city. Multiple 
surveillance technologies are used not only by government 
but also by private companies to collect citizens’ personal 

data for tackling local problem such as improving traffic 
efficiency and helping with public or commercial decisions. 
For instance, in 2014, Utrecht government predicted poverty 
and school drop-out by collected data from the streets [14]. 
Navigation firm TomTom used sensor network to test the 
company commercial services in 2011 [14]. Information 
about different aspects of people’s privacy, including 
location, behavior, body characteristics and even personal 
preferences would be easily exposed under ubiquitous 
monitoring in public space with the threat of privacy 
disclosure. Moreover, when notice and consent for personal 
data is absent in actual public space [11], it is difficult for 
citizen to recognize being monitored and losing data 
sovereignty. 
  
Most of the people have strong privacy protection awareness 
and decision-making power for their own privacy in the 
virtual world. A recent Pew Research about internet privacy 
and security illustrates that there are around 86% of internet 
users in America who have tried to remove their personal 
footprint in the digital world such as clearing cookies [15]. 
People have choices to give up part of personal privacy to 
access other data and services or give up the services to 
protect their personal data. By contrast, the privacy data 
sovereignty is significantly weakened within actual public 
space. The research presented in this paper aims at evoking 
critical thoughts about privacy protecting items used in 
public space. The showroom methodology was used to help 
shaping the possible future context and encourage 
speculative thinking about personal privacy ethics in public 
space [10]. 
  
According to the designer Saif Siddiqui who has designed a 
popular scarf to against "anti-flash technology.", fashion will 
be a significant part for privacy protection in the future [16]. 
Fashion is closely related to personal identity which includes 
various personal information. Therefore, in this study, 
fashion was expected to be the angle to explore possible 
privacy protection in public space. People were given 



fashion items as choices to protect privacy by making 
elements of their data unidentifiable by surveillance 
technology. 
  
Personal privacy in public space especially in smart city 
might be a sensitive topic to be discussed. The drawback to 
share privacy in public space of future smart cities might be 
highlighted and recognized by citizens. David Eckhoff 
mentioned that privacy protection rarely enters the picture 
while integrating information technology in so called smart 
city, he believes more understanding and attention is needed. 
[5]. However, ubiquitous computer and multiple surveillance 
technology around public space undoubtedly have been 
created and will continue to be developed [11]. The 
discussion is beneficial to the sustainability of future cities 
which will be filled with various monitoring technologies. 
For citizens, who are being monitored, it is important to be 
aware and think critically about the privacy exposure issues 
in public space. Therefore, we are taking the first step to 
exploring the possible ways to stay in harmony with future 
technology in society. From the perspective of city 
authorities and companies, preservation of citizens’ privacy 
protection rights is an essential prerequisite for smart cities 
to be feasible reality [13]. According to a recent research 
report on IADIS International Journal [18], citizen 
acceptance to smart city largely depends on the privacy-
friendliness of new technologies or systems. Otherwise, 
citizens might restrain themselves to use smart services for 
averting loss of privacy sovereignty [13]. 
  
The research objective is to arouse a debate about personal 
privacy ethics in actual public space. A set of fashion items 
with privacy protecting functions is generated and 
introduced to 20 citizens in Eindhoven city center. 
Participants are encouraged to think about privacy protection 
against the safety in public spaces. Critical thoughts towards 
the privacy protecting items is expected to be evoked such as 
the consequences to use fashion items for privacy protecting 
in public space. 
 
  
RELATED WORK  
Most of the existing measures for protecting personal privacy 
in the environment with ubiquitous surveillance technology 
are related to wearable or portable items. Each of the items 
is designed according to and against a specific surveillance 
technology. HyperFace is a T-shirt with fabric pattern to 
confuse the face recognition camera with the same specific 
image recognition algorithm [12]. Unidentified Halo is a hat 
with infrared light against IP camera [17]. It could be 
inspired from the examples that there are various 
surveillance technology and designers need to determine the 
weak points of the technology needed to be aimed at. For 
example, against the face detection with camera in low light 
environments, light reflecting materials are widely used in 
fashion items such as ISHU scarf with light reflecting fabric 
and REFLECTACLES GHOST glasses which reflect both 

infrared light and visible light to make the user be 
anonymous [6][19]. 

With the showroom research approach, several types of 
research have indicated the importance of evoking critical 
thoughts through interaction between design and research 
participants. In the design for ludic engagement project, an 
interactive table without exact intention is designed to be 
open-ended and suitable for home environment for 
participants to explore more possibilities [9]. In the prayer 
companion project, new thought about daily praying from 
nun could be evoked through interaction between 
participants and the prayer companion [7].  

Furthermore, the way to evoke privacy awareness of 
teenagers by a serious game called PrivaCity, inspired to 
stimulate research participants. PrivaCity arouses teenager’s 
privacy awareness through simulating and exaggerating 
various privacy disclosure scenarios in reality world.[2].  

 
METHODOLOGY  
 

Preparing set up 

The main goal of this project is to reach participants and to 
start a conversation with them about privacy in public space.  
Therefore, several steps should be taken to achieve this 
debate. The methodology that is used in this showroom 
approach is “Design for context: the ecological approach” 
[1].  In this methodology, the designer considers the space 
and context in which the products would exist in the future. 
This could be described as an ecological approach to 
speculative design [10]. The developments and trends of 
public privacy are significant in this situation and the concept 
could be imagined in a familiar logical reality. The designs 
could be used in the future as protection of personal privacy 
and the environment in which these products can be used is 
in public spaces. A  methodology that is used in the design 
solution is “The uncanny: desirable discomfort” [1]. The 
prototypes are complex and create a contradictory 
assumption.  The designs are provocative solutions and at the 
same time familiar which could evoke paradoxical reactions 
by citizens. It could be understood as something uncanny 
because the prototypes are something new, something 
strange for now, and something invasive. However, by 
introducing these protection items, the team wants to give the 
citizens the possibility to choose whether they want to 
protect their data. These protection items should be 
introduced as fashion items because citizens would accept it 
easier because; when a big brand would introduces these 
products, these objects are not invasive anymore and easier 
to accept. Also, the team thinks fashion is already an identity 
itself; it is a recognition of an individual. Hence, fashion 
should be a side topic of this research.   

Before the user test, it is important to set up possible 
discussions about this theme. A list of possible discussions 



around this theme are for example: the balance between 
privacy revealing and public safety, the relation of using high 
technology in surveillance cameras and the limitations of it. 
The legalization of possible protection materials, etcetera. 
These discussions are leading to a debate. Semi- structured 
interview methods are used because the team wants to let the 
participants tell their story, and the team should ask 
appropriate questions while following the different stories.  

In the meanwhile, the team made three prototypes that could 
be a possible data protection item: a face mask, a phone 
cover, and a voice changer. These prototypes are made from 
leather to achieve the fashion look.  

Set up user tests 

The team reached participants from the city center of 
Eindhoven. After signing the consent form, the team started 
a conversation with every participant and the whole 
interview has been audio recorded for research purpose. 
Standing next to a surveillance camera, the team asked 
participant the first question: How do you feel at this place 
with all these surveillance cameras? However, most 
participants didn’t even realize there are cameras that are 
watching them and following them. With this question, a 
discussion occurs about the theme: privacy.  

Then the team introduced the three prototypes and gave the 
participants the opportunity to choose one prototype to 
protect their privacy on the street. Participants explained why 
they made that choice and why they did not choose for the 
other two items. They were asked to explain what data they 
want to hide by using that prototype. During the whole 
interview, many questions from the interviewer have 
emerged about privacy in general such as: How do you think 
about the data that are gathered on the street, how is that in 
contrast to online data gathering? What are the consequences 
when they share their personal data on the street? What do 
you think of revealing personal data in public spaces? Also, 
questions about the prototypes came up from the team: Why 
do you think you will need this? Can you imagine the 
situation you want to wear this? Do you think this prototype 

is fashionable enough to wear? How do you think about the 
safety on the street when everyone would wear this? How is 
that in contrast to privacy? These are significant questions 
that evoked the debates during the interviews. Every 
interview has a duration of 10 to 15 minutes, and every 
conversation differs from each other, which is very 
meaningful and valuable for the team’s research. Also, the 
team has interviewed 20 participants in total, these 
participants have various social backgrounds and differ in 
ages.  

 
Figure 2. Showing  prototypes to participants. Photo taken at 
the city center of Eindhoven 
Prototypes 
The prototypes are used as a research archetypes. The role of 
the prototypes is to represent and to illustrate the 
contradictory of thoughts of privacy by participants. Through 
introducing these prototypes as choices to protect citizens’ 
privacy, the team is able to find out if participant wanted to 
protect their data and which data is the most important to 
hide. These products can evoke debates about the importance 
of protecting their privacy and the impacts on the public 
safety. The items should be as fashionable as possible to 
lower the threshold for normal citizens to choose one of 
them. These prototypes consist of: 

The Face Mask 

This Face Mask gives citizens the opportunity to hide their 
face from the cameras in public spaces. Part of the face is 

Figure 1. Prototypes: Mask, Voice changer and Phone cover. 



hidden, especially the eyes and the mouth. This will make 
security cameras unable to detect the facial characteristics. 
The reason of making this product is that the constantly 
developing security cameras can recognize a face in a flash 
of a second [3].  

The Phone Case 

The Phone Case protects users’ data on the phone. signals 
from outside the phone are blocked when the phone case is 
closed. This phone case consist of a thick layer of aluminum 
that stops signals to reach the phone and the other way 
around. The phone cover is an already existing item and 
participants might relate this to their daily life; it is less 
futuristic and more achievable.  

The voice changer 

The voice changer is a protection of voice recognition by 
changing the user’s voice to another voice. This item can be 
used in situations in which users don’t want to share their 
identity through their voice. Thus, nobody will know who 
have said this. This is a more futuristic item and should 
represented as a future fashion item. It is a good-looking, and 
well-shaped design.  

 

Analysis  
These 20 interviews are translated into written versions to be 
analyzed easily. For analyzing the interviews, the team used 
the method Thematic Analysis in which different clusters 
could be found in every interview [4]. Thematic Analysis is 
to identify and organize the discussions and translate it into 
patterns of meaning or themes. The patterns of themes are 
significant to be explored, to answer the research question. 
The reason for using this method is the accessibility and 
flexibility of it. This is required to analyze qualitative data 
sets and it enables researchers to manage and to familiarize 
with the data in the first phase. This phase is including the 
reading and rereading the written comments and listening to 
audio records of the interviews and to transcribe it. Through 
reading the sentences actively and critically, different 
assumptions and experiences of participants can be found. 
Every experience or assumption is discussed among team 
members to define the final assumption. The second phase is 
to systematically analyze the data sets through coding and 
clustering. It gives researchers an overview of different 
thoughts and different meanings of what the participants 
have said. After defining the first code, other codes can be 
defined or the existing code can be used. For every code, a 
different number and color are used to highlight. The 
researchers repeat this process throughout the data sets and 
finish the coding process till there is no new codes to find. 
After the coding, the team translated the codes into themes: 
one about general opinions around theme privacy, and one 
about different assumptions of the prototypes.  
 

 

Privacy codes 

First, the discussion with participant about personal privacy 
are analyzed. Different code around theme privacy are 
found(shown below): 

1. Participants feel safe and reasons why they feel 
safe. 

2. Participants feel unsafe and reasons why they feel 
unsafe.   

3. Gathering and using data will increase, this is 
unacceptable.  

4. Gathering and using data will increase, this is 
acceptable.  

5. There should be a limitation of data gathering and 
use.  

6. Public safety is more important than own privacy.  
 

The second part is analyzing the assumptions of the 
protection items: 
Prototypes codes 

A. Choice for protecting, which prototype is chosen. 
B. Reason of choosing this item: have the freedom to 

decide. 
C. The prototypes can be understood as fashion items.  
D. They are functional, (leading to a safer 

environment). 
E. The products will lead to increasing crime (unsafe 

environment). 
F. Some prototypes are not needed (not necessary to 

protect some kind of data). 
G. The prototypes can be used as a statement. 
H. The prototypes cannot be fashion items. 
I. Legalization concernments prototypes. 

 
 

Figure 3: Showing  prototypes to participants. Photo taken at 
the city center of Eindhoven 



RESULTS  
The items used for analyzing are converted to themes to 
present the results in a clear way and indicate insights that 
contribute to further Design Research. The following themes 
are converted from the analyzing clusters: Attitudes about 
their safety in public spaces, Usage of data in public places, 
the need of protecting themselves with these portable privacy 
protection items, the consequences of the portable privacy 
protection items, legalization issues, portable privacy 
protection items as fashion icon and finally portable privacy 
protection items as self-expression. 

Attitudes about their safety in public spaces 

The majority of the participants felt safer because of the 
camera’s on the streets, they claimed that they had nothing 
to hide and the cameras were an insurance of being protected. 
Also they believed that gathering data could make the streets 
safer. However some were aware of the privacy discussion 
and were afraid that it could go too far in the future. One 
participant mentioned: “Data gathering can change into 
something extreme in which other people can use the data, 
data could invade our privacy.” Others could imagine that 
the problem would be less in the future because of the 
increase of awareness on the media nowadays. One 
participant mentioned “Because of the big awareness and 
open discussions there will be stricter rules to protect citizens 
and their privacy.” The majority found public safety more 
important than their own privacy, they would exchange their 
data for public safety with some limitations. A few of the 
participants had fears about their data collections on the 

streets already. They mentioned that people should be able 
to give permission when their data will be caught and used. 
A small group of the participants felt being followed by the 
cameras.  

Usage of data in public places  

There were also discussions about the use of data. Almost 
everyone is consent to the police gathering and using this 
data to catch criminals, but they were amazed and shocked 
by the fact that it can be used for marketing purposes. They 
mentioned  that there should be a limit of how far it can go 
with data gathering. There should also be a limit of who has 
access to the data. A number of participants mentioned the 
fear of the data being publicly used and that it could mess up 
the social structure. People would get a shift in the way of  
looking at each other when everything they do is being 
watched and stored. One participant worried about big 
companies like Google who already collected a lot of data 
from people. One other participant mentioned that it 
depended on what kind of intention people have with the 
data, he had the feeling that people just handle his data in a 
good way. 

Factors for people to choose portable privacy protection 
items  

As seen in the field trial, most of the participants chose the 
phone cover because of functionals reasons. Personal 
location is the most important data to protect for most of 
them. The majority felt less comfortable with the idea of 
being traced. Furthermore they believed that it was important 

Table 1. The result of coding, showing the participants on top and different codings on the left: 



to keep this data for themselves. One participant mentioned 
that smartphone technology is highly developed and it can 
exchange more and more information. “People do not really 
have a choice, it just happens.” For participants, location was 
especially important to protect. However they mentioned that 
when something horrifying happens, for example 
kidnapping, it has to be easy to shut down the protection 
items. There were three participants that did not find it 
necessary to choose an item and could not imagine it would 
be necessary in the future. Few people found the voice 
changer necessary to wear, however it didn’t make sense for 
most of them to change their voice.   

A few of the participants chose an item because of looks. 
They found the mask and the voice changer not appealing or 
not user-friendly, one participant chose the mask because she 
found it was appealing. As mentioned earlier, a few of the 
participants had fears about the data collections on the 
streets. They mentioned their freedom, freedom of speaking, 
freedom of choosing which data will be gathered and which 
data they can keep for themselves. That’s the reason why 
they were certain about choosing a portable privacy 
protection item. The mask was conceived scary for most of 
the participants, and was related to something illegal, 
however most of them could imagine that the products could 
be popular in the future, moreover this in the section about 
fashion. 
The consequences of the portable privacy protection items 

Overall the participants conceived the portable privacy 
protection items as useful, however everybody believed the 
protecting items could lead to an unsafe environment and 
would increase crime. In many cases the portable privacy 
protection items lead to concernments about not seeing facial 
expressions anymore which makes it hard to recognize 
people and assess what people’s intentions are.  

Doubts about the harmful effects of these protection items 
were also about the increase of criminals, who would use 
these items to commit crime. Some participants mentioned 
an anxiety society in which everybody wears this and not 
trust each other because of the protection items. One 
participant mentioned it has two sides: It will affect the 
crime, but you take away a lot of restlessness with people 
who are concerned about their privacy. A majority of the 
participants would feel safe wearing the phone cover or voice 
changer, but wouldn’t when wearing the mask.  

Legalization issues 

There was a group which was concerned about the 
legalization issues. Would the government allow this? One 
participant mentioned “The government wants to protect and 
trace their citizens, how will they do that when everybody is 
wearing this protection items If everybody will be wearing 
these portable protection items, the cameras on the streets are 
not useful anymore, than it probably becomes more 
dangerous on the streets.” Remarkable was the fact that the 

people who were concerned about regulations issues of 
gathering and using this data were not concerned about 
regulations for these portable protection items. Furthermore 
people who showed concernments about regulations about 
these portable protection items did not mention 
concernments about regulations of gathering and usage of 
data.  

Portable privacy protection as fashion items 

As seen in this field trial, most of the people would not want 
to wear the mask right now, however remarkably was the fact 
that the majority could imagine the portable privacy 
protection items being fashion items and being popular 
wearables in the future. Sometimes this leads people to 
speculate about the idea of these items being accepted 
because of fashion reasons, they mentioned that they 
believed it could be a fashion item when an iconic fashion 
brand would release them, it would be a trend and they would 
wear it. A group of people reacted immediately  to the items 
of being real fashionably. A participant mentioned: You 
could see this on the fashion week or with spy’s from Russia.  

There were six people out of twenty that did not believed it 
could be a fashion item, one participant mentioned: “How 
can it be fashion when it makes the streets more unsafe?” In 
many cases participants mentioned that the mask should be 
looking less violent to become a fashion item. Some 
participants changed their opinion completely when talking 
about a fashion item, “but with fashion this is another story, 
then it is a trend and i would wear it”. In many cases this led 
to a rethinking of the consequences of these items. When it 
is a fashion item, people would wear it because they do think 
it is pretty instead of wearing it because they have something 
to hide, this would make it less scary.  
Portable privacy protection items as self-expression.  

Another group believed it could be a statement for people 
who think their privacy is important and would wear it to 
show their opinion. To show that they want to have a choice 
or give permission to gather and use their data or to show that 
you find your personal privacy very important and aware of 
the constant data collection. Than it would be less unsafe 
because the more people do this, the more normal it gets. It 
could not be dangerous anymore because it’s a statement and 
not a way to protect some shady business. 
 
 
Some people did not believed in the portable privacy 
protection items begin fashion or self-expression items, they 
believed it could only be a way to protect your own privacy.   
 



DISCUSSION 

Although most people think surveillance devices on the 
street could protect their own safety, some are anxious about 
too much exposure of their privacy. Since public do not know 
how their data is used, they have concernments about their 
privacy. Therefore, the need for the portable protection item 
is explored in this research, which give people the initiative 
to protect some of their privacy. However, it cannot be 
ignored that the privacy protection items can affect the public 
safety in a negative way. People have concerns about the 
legalization issues based on this. Meanwhile, public believe 
that if the privacy protection items can be employed as 
fashion icon or self-expression, it can be accepted easily. 

As we outlined, the privacy protection items allowed 
participants to imagine how they can gain privacy 
sovereignty in actual public space. We raised the debate 
among the participants.  

Firstly, participants can actively think about protecting 
privacy on the street and be aware of the fact that privacy 
protection tools are widely accepted in the virtual world. As 
a result, why could we not apply it offline?  

Secondly, as designers and researchers, we need to find the 
limitation regarding to privacy revealing in public spaces. 
What kind of privacy people care most? 

At last, we make them reflect on the consequences of these 
privacy protection items. On the one hand, they provide 
people more data sovereignty. On the other hand, they also 
hinder the data usage of police or government for public safe 
purpose, and result in the discussion. This leads to a deeper 
understanding of the relationship between public safety and 
personal safety.  

Nevertheless, the prototypes only provide three possibilities 
to protect privacy in public spaces. There should be more 
options for participants to choose and allow them to imagine 
the situation in which they use these items. 

Additionally, the form of the Mask do influence people’s 
choice of the three prototypes. It should be easier for people 
to accept the Mask as an artistic fashion icon or a radical 
personal statement for awareness of privacy protecting when 
it is more fashionable.  

Moreover we interviewed only 20 participants in Eindhoven, 
therefore we cannot speak about the whole population but 
only about a very small sample of the population. 

Figure 4. The prototypes as fashion attributes 



This paper presented our research on the possibilities to 
protect privacy in public space and how they are perceived 
by public, while there is extensive space to explore further .  

This research can be used as a stepping stone for further 
research in speculative design research about privacy in 
public spaces. An suggestion of using a fashion perspective 
to look at privacy resulted in an interesting exploration which 
needs to be explored more in terms of  other forms and looks 
of these portable protection items, which can be accepted 
more widely. 

 

CONCLUSION  
In this research, the objectives of the team is to raise a debate 
surrounding the theme privacy in public spaces. In this paper 
the team reports on how the privacy protection items are 
perceived by participants in public spaces. Our findings 
show that  privacy protection on the streets is currently not 
widely accepted. The demand of public protection items is 
present and most people showed that they want to choose an 
item, however the fear of abuse of these items is extensive. 
Nevertheless, some people choose certain items with regard 
of fashion reasons and a majority of the participants believes 
it can be accepted as fashion icons or a personal statements. 
If the protection items become a trend, a majority believes 
that they could wear these items that protect their identity, 
location and voice.  

In future work, prototypes can be developed to correspond to 
the fashion principles. We will investigate how the fashion 
icon enables the protection of personal data in the public 
space. 
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